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ABSTRACT: Trendy world cars are not just mechanical contraptions however are wise sufficient to make choices and
act based on actual time inputs. This aspects additionally results in more than a few technical vulnerabilities. So,
security programs are inevitably part of in these days lifestyles. Here in the proposed work an actual time car protection
procedure and malware detection approach developed and applied. The proposed method will be certain that the
licensed person will probably be in a position to prompt and use the car and thus making sure that unauthorized access
is prevented. When the auto ignition is to be activated, the safety process will firstly verify the character as legitimate
authentication and permit the legitimate consumer to entry it. If it detects any unauthorized access, the proposed
individual Authentication procedure (PAS) will avoid the man or woman to operate the automobile and it's going to
send the alert expertise snapshot to the procedure controller.
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I. INTRODUCTION

Now a days the fitting is expanded within the discipline of vehicle steal. Regularly in the costly method
cars are expensive .Instead of a condominium, possibly, few purchases we make will compare to a brand new car. And
similar to every other steeply-priced asset, a vehicle brings with it a secondary price. Lots of the people are utilizing
cars at present to make their life well. In line with this requirement the manufactures additionally carry the rate of the
auto too low. So even a core classification loved ones may additionally buy this freely. Accelerated car utilization turns
increase the theft also. On this mission work a proposed protection procedure is presented with the intention to
overcome this hindrance. The person Authentication approach block illustration will illustrate the perform of the
complete

1. EXISTING SYSTEM

In Present scenario security in a car is achieved through keyless entry or key code for the car. Furthermore
RF signals are used to detect the particular key is placed In the car. Thus security is achieved through above methods.
Disadvantages:
» It achieves wireless technology with limited options of connecting to particular devices only.
» It does not know who the driver in the car is, it checks only the key placed.

I1l. PROPOSED SYSTEM
The proposed system consists of ARM processor as control unit, GSM unit, Ignition system, PC and a

camera. ARM processor is used for controlling the overall system. Here LPC2148 series is used, which has two UART.
PC is interfaced in UART 0 for image analysis. The ignition driver circuit is interfaced with GPIO of ARM and
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interrupt service routine (ISR) is used to check whether there is any interrupt from the software subsystem. UART 1 is
connected to GSM modem.

In this design the engine unit is controlled by a driver circuit. If the car is started, ARM processor will give
the bias voltage to the transistor to switch on the relay which in turn switches the car engine. Meanwhile the processor
will check the interrupt service routine. If an interrupt is detected which indicate sun authorized access via UART then
the control unit will put the transistor to cut-off which ensures that the engine of the vehicle is tumed off

111. BLOCK DIAGRAM

POWER SUPPLY

[

GSM MODULE
ACTUATOR || W
ARM7 SERIAL MODULE

MICROCONTROLLER [

I

CAMARA MODULE

ARM7 MICROCONTROLLER:
= We are familiar with this microcontroller.
Furthermore, it is available, and has available programming
software.
Easy to make interface with PC .
Itis easy to program.
Its memory is sufficient to save our data.

The kit will supports in system programming (ISP) which is done by serial port. ASK Board has advanced
and new options that helps the user in implementing complex logic, which are used in the design of Embedded
Systems. Pipeline techniques are successfully employed so that all parts of the memory and processing systems can
perform continuously. Typically, when one instruction is being executed, its successor is decoded, and a third
instruction is fetched from memory.

The ARM?Y is a general purpose 32-bit microprocessor, which offers high performance and very low power
consumption. The ARM architecture is based on Reduced Instruction Set Computer (RISC) principles, and the
instruction set and related decode mechanism are much simpler than those of micro programmed Complex Instruction
Set Computers (CISC). This simplicity results in a high instruction throughput and impressive real-time interrupt
response from a small and cost-effective processor core.
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Actuator:

An actuator is a type of motor that is responsible for moving or controlling a mechanism or system. It is
operated by a source of energy, typically electric current, hydraulic fluid pressure, or pneumatic pressure, and converts
that energy into motion.

ACTUATORS

An actuator is a component of a machine that is responsible for moving or controlling a mechanism or system.

An actuator requires a control signal and a source of energy. The control signal is relatively low energy and may be
electric voltage or current, pneumatic or hydraulic pressure, or even human power. The supplied main energy source
may be electric current, hydraulic fluid pressure, or pneumatic pressure. When the control signal is received, the
actuator responds by converting the energy into mechanical motion.

An actuator is the mechanism by which a control system acts upon an environment. The control system can be simple
(a fixed mechanical or electronic system), software-based (e.g. a printer driver, robot control system), a human, or any
other input.

IV. GSM MODULE

Global system for mobile communication (GSM) is a globally accepted standard for digital cellular
communication. GSM is the name of a standardization group established in 1982 to create a common European mobile
telephone standard that would formulate specifications for a pan-European mobile cellular radio system operating at
900 MHz. It is estimated that many countries outside of Europe will join the GSM partnership.

3G (UMTS) or 4G (LTE) enables you to achieve higher data speeds than when using 2G (GSM). If you select
LTE/GSM/WCDMA (Auto mode), your mobile phone automatically switches between the two network modes
provided you're within range of a 3G or 4G network.
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Serial module:

A device that communicates over a synchronous serial interface is either a DTE or a DCE device. A DCE device
provides a clock signal between the device and the router. A DTE device does not provide a clock signal. DTE devices
usually connect to DCE devices. The documentation that accompanied the device should tell you whether it is DTE or
DCE. (Some devices have a jumper to select DTE or DCE mode.) If you cannot find this information in your
documentation, see Table 1 to help you determine the proper device type.

Device Type Typical Connector Typical Devices
Terminal

DTE Malel PC
Modem
CSuU/DSU

DCE Female2 Multiplexer

Camera module:

A camera module is an image sensor integrated with control electronics and an interface like CSl,
Ethernet or plain raw low-voltage differential signaling.

Advantages:
» These methods are effective to detect malware with in a fraction of second.
» This development will certainly help to utilize the data collected in various networks or applications in a
smart system and provide safer environment
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V. CONCLUSION

As Security systems are becoming the unavoidable systems, this proposed project can bring a solution in
system malware identification and image based authentication. Person authentication system can provide the important
functions required by advanced intelligent Car Security, to avoid vehicle theft and protect the usage of unauthenticated
users. Malware detection will helps to avoid the system crash. This project will help to reduce the complexity and
improve security, also much cheaper and smarter than traditional ones
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